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Remarks 

Claims 1-24 are pending. 

Response to Arguments 

1 . Applicant's arguments, see Remarks, filed 12/23/2005, with respect to the 
rejection(s) of claim(s) 1-24 under 35 U.S.C. 103(a) have been fully considered and are 
persuasive. Therefore, the rejection has been withdrawn. However, upon further 
consideration, a new ground(s) of rejection is made with Harada (U.S. Patent 
6,850,914) in view of Ansell (U.S. Patent 6,367,019), further in view of Deo (U.S. Patent 
5,721 ,781), further in view of Dondeti (U.S. Patent 6,240,188). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1,2, 8, 9, 12-14, 20, 21, and 24 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Harada (U.S. Patent 6,850,914) in view of Ansell (U.S. Patent 
6,367,019), further in view of Deo (U.S. Patent 5,721 ,781). 

Regarding Claim 1, 
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Harada discloses a data processing apparatus for executing 
reproduction of data from a memory device or for recording of data into a 
memory device on condition that a mutual authentication between the data 
processing apparatus and the memory device is established comprising: 

A structure executing the mutual authentication with the memory 
device (Column 8, lines 12-27; and Column 10, lines 31-54); and 

A structure executing the reproduction of data from the memory 
device or the recording of data into the memory device on condition that 
mutual authentication between the data processing apparatus and the 
memory device is established (Column 5, lines 5-15); 

But does not disclose the use of a virtual memory device to 
authenticate with the data processing apparatus when the memory device 
cannot function to execute the mutual authentication. 

Ansell, however, discloses that the memory device can be either 
functional (Column 12, lines 30-41) or non-functional (Column 6, lines 8- 
19). It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to incorporate the copy security system of 
Ansell into the recording system of Harada in order to allow copyrightable 
content of digital storage media to be protected against unauthorized 
copying, whether the storage media is functional (i.e. a smart card) or non- 
functional (i.e. a CD). 
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Deo, however, discloses the use of a virtual memory device to 
mutually authenticate with the data processing apparatus when the 
memory device cannot function to execute the mutual authentication 
(Column 2, line 55 to Column 3, line 58). It would have been obvious to 
one of ordinary skill in the art at the time of applicant's invention to 
incorporate the smart card system of Deo into the recording system of 
Harada in order to allow for a strong level of authentication, authenticating 
the user, smart card, application, and terminal into which the smart card 
(and memory device) is inserted. Within the specification, the "virtual" 
memory device that is used for mutual authentication when the memory 
device has no functionality can be a smart card device. 

Regarding Claim 8, 

Claim 8 is a method claim that is broader than apparatus claim 1 
and is rejected for the same reasons. 

Regarding Claim 12, 

Claim 12 is a program providing medium claim that is broader than 
apparatus claim 1 and is rejected for the same reasons. 

Regarding Claim 13, 

Claim 13 is an apparatus claim that is broader than apparatus claim 
1 and is rejected for the same reasons. 

Regarding Claim 20, 
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Claim 20 is a method claim that is broader than apparatus claim 1 
and is rejected for the same reasons. 
Regarding Claim 24, 

Claim 24 is a computer-readable medium claim that is broader than 
apparatus claim 1 and is rejected for the same reasons; 
Regarding Claim 2, , 

Harada as modified by Ansell and Deo discloses the apparatus of 
claim 1, in addition, Harada discloses a structure executing the mutual 
authentication with the memory device when the mutual authentication is 
available (Column 9, lines 1-20) and Ansell discloses initially checking 
whether the memory device is capable of executing the mutual 
authentication or not (Column 12, lines 30-41). 
Regarding Claim 9, 

Claim 9 is a method claim that is broader than apparatus claim 2 
and is rejected for the same reasons. 
Regarding Claim 14, 

Claim 14 is an apparatus claim that is broader than apparatus claim 
2 and is rejected for the same reasons. 
Regarding Claim 21, 

Claim 21 is a method claim that is broader than apparatus claim 2 
and is rejected for the same reasons. 
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3. Claims 3-7, 10, 15-19, and 22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Harada in view of Ansell and Deo, further in view of Dondeti (U.S. 
Patent 6,240,188). 

Regarding Claim 3, 

Dondeti discloses a key for authenticating distribution of an 
enabling key block, the key having been previously enciphered by such 
enabling key block containing enciphering data for enciphering renewal 
keys on paths constituting a hierarchical key tree structure comprising a 
variety of keys disposed in correspondence with tree roots, nodes, and 
leaves on paths ranging from roots to leaves of the key tree structure, the 
tree structure corresponding to a plurality of data processing apparatuses 
as own leaves, the enciphering data further comprising upper-rank keys in 
the tree hierarchy which are to be enciphered by lower-rank keys (Column 
3, line 48 to Column 4, line 21). It would have been obvious to one of 
ordinary skill in the art at the time of applicant's invention to incorporate 
the hierarchical key tree structure of Dondeti into the recording system of 
Harada as modified by Ansell and Deo in order to make the system 
scalable to allow for the addition and modification of many processing 
apparatuses. 

Harada discloses that the mutual authentication executed between 
the data processing apparatus and the memory device is executed by 
applying the distributed key and another authenticating key previously 
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stored in the memory device (Column 8, lines 12-27; and Column 10, lines 
31-54). 
Regarding Claim 10, 

Claim 10 is a method claim that is broader than apparatus claim 3 
and is rejected for the same reasons. 
Regarding Claim 15, 

Claim 15 is an apparatus claim that is broader than apparatus claim 
3 and is rejected for the same reasons. 
Regarding Claim 22, 

Claim 22 is a method claim that is broader than apparatus claim 3 
and is rejected for the same reasons. 
Regarding Claim 4, 

Harada as modified by Ansell, Deo, and Dondeti discloses the 
apparatus of claim 3, in addition, Dondeti discloses that only a proper data 
processing apparatus is enabled to decode the enabling key block, 
whereas an improper data processing apparatus is unable to decode the 
enabling key block in a plurality of data processing apparatuses jointly 
constituting leaves of the key tree structure (Column 3, line 48 to Column 
4, line 21). 

Harada discloses the use of licensing to determine which data 
processing apparatuses are proper and which are not (Column 5, lines 15- 
67); and also discloses the data processing apparatus preventing such 
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data processing apparatus devoid of a proper license from illegally 
implementing mutual authentication with the memory device by revoking 
the improper data processing apparatus (Column 5, lines 15-67). 
Regarding Claim 16, 

Claim 16 is an apparatus claim that is broader than apparatus claim 

4 and is rejected for the same reasons. 
Regarding Claim 5, 

Harada as modified by Ansell, Deo, and Dondeti discloses the 
apparatus of claim 3, in addition, Dondeti discloses means for subjecting 
the enabling key block distribution authenticating key enciphered and 
presented by the enabling key block to a version controlling process by 
way of executing a process for renewing individual versions (Column 1 , 
lines 30-46; and Column 3, line 48 to Column 4, line 21). 
Regarding Claim 17, 

Claim 17 is an apparatus claim that is broader than apparatus claim 

5 and is rejected for the same reasons. 
Regarding Claim 6, 

Dondeti discloses a key tree structure comprising a variety of keys 
disposed in correspondence with roots, nodes, and leaves on paths 
ranging from roots to leaves of the key tree structure, a plurality of data 
processing apparatuses being associated with the tree as own leaves 
(Column 3, line 48 to Column 4, line 21), 
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Means for enciphering leaf-keys provided in correspondence with 
own leaves with a storage key proper to individual ones of the data 
processing apparatuses and then storing in a memory means inside of the 
corresponding data processing apparatus (Column 3, line 48 to Column 4, 
line 21). 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to incorporate the hierarchical key tree 
structure of Dondeti into the recording system of Harada as modified by 
Ansell and Deo in order to make the system scalable to allow for the 
addition and modification of many processing apparatuses. 
Regarding Claim 18, 

Claim 18 is an apparatus claim that is broader than apparatus claim 
6 and is rejected for the same reasons. 
Regarding Claim 7, 

Dondeti discloses a key tree structure comprising a variety of keys 
disposed in correspondence with roots, nodes, and leaves on paths 
ranging from roots to leaves of the key tree structure, there being a 
plurality of data processing apparatuses corresponding to own leaves, 
based on leaf-keys provided in correspondence with own leaves (Column 
3, line 48 to Column 4, line 21), 

A device key block stored in memory within the processing 
apparatus, the key block being an assemblage of ciphered keys 
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comprising mutually different individually enciphered node keys of plural 
steps ranging from own leaves up to upper-rank keys of the key tree 
structure (Column 3, line 48 to Column 4, line 21). 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to incorporate the hierarchical key tree 
structure of Dondeti into the recording system of Harada as modified by 
Ansell and Deo in order to make the system scalable to allow for the 
addition and modification of many processing apparatuses. 
Regarding Claim 19, 

Claim 19 is an apparatus claim that is broader than apparatus claim 
7 and is rejected for the same reasons. 
Regarding Claim 11, 

Harada discloses a license system for providing a data processing 
system with a proper license control, comprising: 

Means for executing a process for reproducing data from a memory 
device or recording data into the memory device conditioned on whether a 
mutual authentication is actually effectuated between the data processing 
apparatus and the memory device (Column 5, lines 5-15; Column 8, lines 
12-27; and Column 10, lines 31-54); and 

Means for enabling only a properly licensed data processing 
apparatus to properly obtain the authenticating key among a plurality of 
data processing apparatuses and means for preventing such a data 
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processing apparatus devoid of a proper license from illegally from illegally 
effectuating authentication with the memory device to further prevent the 
improper data processing apparatus from illegally utilizing contents data 
(Column 5, lines 15-67; Column 8, lines 12-27; and Column 10, lines 31- 
54). 

Ansell, however, discloses that the memory device can be either 
functional (Column 12, lines 30-41) or non-functional (Column 6, lines 8- 
19). It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to incorporate the copy security system of 
Ansell into the recording system of Harada in order to allow copyrightable 
content of digital storage media to be protected against unauthorized 
copying, whether the storage media is functional (i.e. a smart card) or non- 
functional (i.e. a CD). 

Deo, however, discloses the use of a virtual memory device to 
mutually authenticate with the data processing apparatus when the 
memory device cannot function to execute the mutual authentication 
(Column 2, line 55 to Column 3, line 58). It would have been obvious to 
one of ordinary skill in the art at the time of applicant's invention to 
incorporate the smart card system of Deo into the recording system of 
Harada in order to allow for a strong level of authentication, authenticating 
the user, smart card, application, and terminal into which the smart card 
(and memory device) is inserted. 
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Dondeti, however, discloses means for providing an enabling. key 
block distribution authenticating key previously enciphered by an enabling 
key block containing data for enciphering renewal keys on paths 
constituting a key tree structure comprising a variety of keys disposed in 
correspondence with root, nodes, and leaves on a path ranging from roots 
to leaves of the key tree structure, a plurality of data processing 
apparatuses corresponding to own leaves, the enabling key block also 
comprising data for enciphering upper-rank keys via lower-rank keys 
(Column 3, line 48 to Column 4, line 21); and 

Means for enabling only a proper data processing apparatus to 
decode the enabling key block, whereas an improper data processing 
apparatus is unable to decode the enabling key block in a plurality of data 
processing apparatus jointly constituting leaves of the key tree structure 
(Column 3, line 48 to Column 4, line 21). 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to incorporate the hierarchical key tree 
structure of Dondeti into the recording system of Harada as modified by 
Ansell and Deo in order to make the system scalable to allow for the 
addition and modification of many processing apparatuses. 
Regarding Claim 23, 

Claim 23 is a system claim that is broader than system claim 1 1 . 
and is rejected for the same reasons. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jeffrey D. Popham whose telephone number is (571)- 

272- 7215. The examiner can normally be reached on M-F 9:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571)272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Jeffrey D Popham 

Examiner 
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